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Abstract—Currently, virtualization technology has been widely
adopted by cloud service providers to provide flexible and costeffective resource sharing among users. On cloud platforms,
computing resources are allocated on-demand dynamically and
the application hosted on a virtual machine(VM) usually has the
illusion of complete control of resources. Thus, a selfish VM may
strategically compete for resource with other VMs to maximize
its own benefit while at the cost of overall system performance.
This problem poses new challenges to cloud providers, who must
thwart non-cooperative behavior as well as allocating resource
among selfish VMs efficiently. In this paper, we propose to
utilize mechanism design to allocate resource among selfish VMs
in a non-cooperative cloud environment. Because the accurate
relationship between VM’s valuation function and allocated
resource may not be available in practice and the valuation
function parameters may not noisefree, we also propose to apply
stochastic approximation methods to get stochastic solution for
allocation and payment outcomes. We show through theoretical
analysis and simulations that the proposed stochastic mechanism
is efficient and incentive compatible. That is, the incorporation
of mechanism design for virtualized resource allocation is able
to enforce cooperation and achieve efficient resource utilization
among selfish VMs in non-cooperative cloud systems.
Index Terms—Cloud computing, virtual machine, resource
allocation, stochastic approximation, Vickrey-Clarke-Groves
(VCG) mechanism design, game theory.

I. I NTRODUCTION
In recent years, cloud computing has been fast developing
from a long-held dream into a commercially viable technology for users in search of a cost-effective storage and
server solution [2]. Along with this new computing paradigm,
computing resources are provided as services over the Internet
and users can enjoy services from a shared pool of scalable
computing resources in a pay-as-you-go manner with relatively
low price. Currently, most cloud service providers use virtualization technology to provide flexible and cost-effective
resource sharing, such as Amazon EC2 cloud computing
infrastructure using Xen virtualization [3]. Generally speaking,
virtualization technology allows a large number of virtual
machines (VMs), each running a traditional operating system
(OS) and hosting one or more services, to be consolidated on
limited physical hardware as well as share physical processors
and I/O interfaces with other VMs on the same physical
machine. Furthermore, VM monitor (VMM), located between
underlying hardware and guest OSes, acts as resource manager
to control the resource provision and reconfiguration for the

VMs. Because virtualization technology plays a key role in the
realization of cloud computing, lots of effort have been exerted
on the researches of system virtualization, such as resource
allocation [5] and autoconfiguration [19].
Most of the past resource allocation works in literatures,
such as [5], [17], [19], discussed in cooperative environments, where VMs are cooperative with each others and
honestly report their real resource requests to VMM. Based
on predefined criterions, VMM allocates resource according to
VMs’ requests, or dynamically adjusts resource configuration
according to the observation of workload or VM environment
changes. VMs themselves just passively comply with the
algorithm and accepts the resource control results from VMM.
Whereas in some practical scenarios, different VMs may host
different applications belonging to different users. They may
exhibit non-cooperative behaviors due to self-interests and try
to gain their own advantages without regard to the overall
system performance. By non-cooperative, we mean VMs care
essentially about their own benefits, without any consideration
about others. For example, since the application hosted on VM
has the illusion that it has the complete control of physical
resource, it can actively request resource and even request
more than enough resource to maximize its own benefit. Consequently, the coexistence of several selfish VMs on a physical
server will introduce the competition for resource among
them. Although virtualization technology aims at performance
isolation among different VMs, it has been shown that any bad
behavior of one VM can still adversely affect the performance
of other VMs by depriving the hypervisor and driver domain
resources [19]. In [10], it is also demonstrated that in an ARM
based Xen environment, unauthorized software downloaded to
a VM from the Internet has the potential to be malicious or
selfish and consume more than enough resource at the expense
of others. Therefore, selfish misbehavior of VMs has become
a truly critical problem for VM resource allocation in cloud
environments, and needs to be scrutinized carefully.
Here, we propose a mechanism design approach for resource
allocation that explicitly considers individual VMs’ rationality
so as to thwart selfish behavior and enforce truth-revealing for
selfish VMs in this non-cooperative environment. Mechanism
design [13] is the study of designing rules of a game or system
to achieve a specific system-wide outcome, even though each
player may be selfish. Because the considered VM system is a

centralized environment, mechanism design is a suitable tool
by leveraging the existing messaging and control mechanism
and resolving the competition among selfish VMs. By mechanism design, each VM reveals to the mechanism its private information (referred as “type”), such as the parameters defining
a valuation function quantifying its preference on a specific resource allocation outcome. After collecting all VMs’ types, the
mechanism calculates the allocation outcome and the payment
results paid by VMs accordingly. Incentive compatibility and
social optimum are the most desirable criteria that mechanism
designers tend to achieve. A mechanism is said to be incentive
compatible if all of the players fare best when they truthfully
reveal any private information. While social optimum means
the mechanism can be used to maximize the aggregate utilities
of all the players in the system. Vickrey-Clarke-Groves (VCG)
[13] is a well-know mechanism satisfying these two goals
simultaneously. We will focus our design on VCG in this cloud
computing environment.
Player’s valuation on allocated resource is one of the prerequisites for mechanism design. To the best of our knowledge,
most applications using mechanism design, such as spectrum
auction [9] and parallel job scheduling [4], assume that the
players can get the exact and accurate expression of their
valuation functions. However, this assumption may not hold
in practice, especially in virtualization environments, where
it is non-trivial to convert performance metrics to resource
allocations on the virtualized node because of complex system
infrastructures and resource dependencies [17]. Therefore,
VM’s accurate valuation function or model is not available
practically. System designer can only utilize some indirect
experimental approaches, such as profiling [22] and feedback
control [17], to get the “noisy” measurements. This requires
to obtain the mechanism design results based on such noisy
inputs instead of the accurate inputs used in traditional situations, which in turn introduces additional challenges to virtual
resource allocation in non-cooperative environments: how to
develop mechanism to combat uncertainty caused by noisy
measurements? and how to ensure it be efficient and incentive
compatible? To answer these questions, we resort to stochastic
approximation (SA) [14], [20] to get stochastic allocation
and payment solutions based on noisy valuation functions
and analyze the performances. Specifically, we proposed SA
approaches to calculate resource allocation and payment results for VCG mechanism in this stochastic environment,
and showed its efficiency and incentive compatibility through
theoretic analysis and simulations, i.e., the selfish VMs can be
enforced to report their types truthfully and the virtual resource
can be allocated in a socially optimal manner.
The rest of this paper is organized as follows. System model
is presented in Section II. Then in Section III, we discuss the
VCG mechanism in deterministic case, where each VM have
exact measurement of valuation function on obtained resource.
While the mechanism design based on “noisy” estimates of
valuation functions is proposed and analyzed in Section IV.
Section V gives the simulation results. Section VI presents the
related work. We conclude in Section VII.

II. S YSTEM MODEL
The proposed mechanism design framework is depicted in
Fig. 1, which is based on Xen architecture. Xen is a high
performance resource-managed VMM, which consists of two
components: a hypervisor and a driver domain. The hypervisor
provides the guest OS, also called a guest domain in Xen,
the illusion of occupying the actual hardware devices. The
hypervisor performs functions such as CPU scheduling, memory mapping and I/O handling for guest domains. The driver
domain (Dom0) is a privileged VM which manages other guest
VMs and executes resource allocation policies. Dom0 hosts
unmodified device drivers for VMs; it also has direct access to
actual hardware. Xen provides a control interface in the driver
domain to manage the available resources, such as CPU times,
virtual CPUs and physical memory, to each VM.

Fig. 1: Resource allocation framework in non-cooperative
clouds.
The notations used throughout this paper are listed in
Tab. I. We assume there are M VMs competing for computing
resource from the Dom0. Each VM i requires ri resources,
such as CPU time, VCPU or memory, for its successful
execution. The total available resource is Ω. To implement
mechanism design, each VM i first estimates its valuation
function according to current workload and SLA requirements
through its performance-resource modeling functionality, then
calculate its “type” θi and send it to Dom0. Here, type θi is
the private information of VM i, which can be regarded as
the parameters deciding the valuation function derived from
the potentially allocated resources ri under current workload
and system conditions. For example, if VM i’s valuation is
linear as Vi (ri ) = ai ∗ ri + bi , its type would be θi = {ai , bi }.
Thus, we can define valuation function as Vi (θi , ri ). The
true type profiles from all VMs is θ = {θ1 , · · · , θM }, with
θ ⊂ Θ, Θ = Θ1 × · · · × ΘM . The reported type θˆi may be
different with the true type θi , and the announced type profile
is θ̂ = {θˆ1 , · · · , θˆM }.
Upon receiving the reported type profile, the Dom0 will

determine the allocation and payment outcome for the participating VMs. The allocation outcome of the mechanism is
defined as R(θ, Ω) = [r1 , · · · , rM ], where R : Θ×R+ → RM
+
is an allocation function mapping the reported type profile
and current available resource to the resource allocation.
Meanwhile, the payment for allocated resources, τ (θ, Ω) =
[τ1 , · · · , τM ] is also computed, where τ : Θ × R+ → RM
− is
a payment function that maps the reported type profile and
current available resource to the payment that each VM needs
to pay to the VMM. Therefore, the utility Ui that a VM i
gains is Ui (θi , ri ) = Vi (θi , ri ) − τ (θi , ri ).
As introduced in Section I, we propose to consider mechanism design in deterministic and stochastic situations, respectively. In the following, we describe our designs and analysis
based on the above auction framework.

balance and resource allocation problems, it is a nature idea
to utilize deterministic model in cloud systems. Specifically,
we assume each VM i can derive its exact valuation function
Vi (ri ), and Vi is quasi-concave on resource ri . To be noticed,
this valuation is not known by Dom0 unless being informed.
Thus, a selfish VM can notify the Dom0 a bogus valuation
instead of its true value to obtain unfair benefit at the cost of
others. As discussed in Section I, we use VCG mechanism to
enforce cooperation among selfish VMs.
Specifically, VCG mechanism allocates resource to maximize the declared social welfare in the following way.
∗
r∗ = {r1∗ , r2∗ , · · · , rM
} = arg max
{ri }

subject to:

TABLE I: Notation.
Notation

Description

θi
θ
Θi
Θ
θˆi

true type of VM i
type profile from all VMs
the set of possible types of VM i
the set of type profiles for all VMs
reported type of VM i
reported type profile for all VMs
resource allocated to VM i
resource allocation set {ri } for all VMs
optimal resource allocation
current available resource
resource allocation outcome
the payment of VM i
the set of payment of all VMs
utility of VM i
VM i’s valuation function on obtained ri
under his type θi
the nth iteration of the estimate of ri
the sequence of estimate of ri
the sequence of estimate of r
the noisy measurement of valuation function by VM i at the nth iteration
the measurement error for VM i’s valuation function at the nth iteration
the objective function for maximization
the constraint function

θ̂
ri
r
r∗
Ω
r(θ, Ω)
τi
τ (θ, Ω)
Ui
Vi (θi , ri )
ri,n
{ri,n }
{rn }
Yi,n (θi,n , ri,n )
ξi,n
f (r)
ϕ(r)

∑

(I)

ri = Ω;

∑

Vi (θˆi , ri )

(1)

i

0 ≤ ri ≤ Ω,

(II)

i

where the objective function of (1) means that the resource
is allocated to maximize the aggregate valuation of all VMs,
Constraint (I) defines the total resource budget, and Constraint
(II) defines resource ri as a real parameter between 0 and
Ω. Actually, if ri represents VCPU, it should be an integer.
Here, we relax it to a positive real number to formulate the
optimization as a convex problem. This is a practical relaxation
because VM i can be regarded as obtaining rΩi ∗ 100% VCPU
resource if its allocation is ri .
While based on VCG mechanism, the payment paid by each
VM should be:
∑
∑
(2)
τi (θˆj , Ω) = max
Vj (θˆj , rj ) −
Vj (θˆj , rj∗ ),
r−i

j̸=i

j̸=i

where r−i represents the resource allocation results when VM
i is absent in the system.
The first term of (2) is the maximum aggregated utility
that all other VMs can derive if VM i does not participate
in the resource competition. The second term is the sum of
aggregated valuations of the other VMs except VM i under
optimal resource allocation in the presence of VM i. It is
clear that the first term is not less than the second term since
the second one is the maximum summation of utilities for all
the VMs except VM i. Thus, the payment paid by each VM
corresponds to the loss of declared welfare it imposes to the
others through its presence.
Theorem 1. With VCG mechanism, selfish VM can be enforced to report utility function truthfully.

III. D ETERMINISTIC A NALYSIS
In the study of resource allocation in distributed computing
systems, it is of prime importance to quantitatively describe the
relationship between resource and performance. Lots of work
characterize it in a deterministic manner. That is, the resource
demand of each job is deterministic without uncertainty. There
is no resource contention between jobs and the execution time
of the jobs are highly predictable. Because deterministic performance model has been widely and efficiently used for load

Proof: When reporting θ̂, the utility of VM i is
Ui (θˆi , ri ) = Vi (θi , ri∗ ) − τ (θˆi , ri )
∑
∑
= Vi (θi , r∗ ) − [max
Vj (θˆj , rj ) −
Vj (θˆj , r∗ )]
i

=

[Vi (θi , ri∗ )

r−i

+

∑
j̸=i

j

j̸=i

Vj (θˆj , rj∗ )]

j̸=i

− max
r−i

∑

(3)

Vj (θˆj , rj ).

j̸=i

The last item in (3) is independent of the strategic behavior

of VM i, thus, his optimal strategy is to solve the following
optimization problem
∑
max(Vi (θi , ri∗ ) +
Vj (θˆj , rj∗ )).
(4)
j̸=i

We rewrite the social welfare maximization function in (1)
as follows:
∑
∑
max
Vi (θˆi , ri ) = max(Vi (θˆi , ri ) +
Vj (θˆj , rj )). (5)
{θˆi }

{θˆi }

i

j̸=i

Comparing (4) and (5), a dominant strategy for VM i is
to declare its true type θj as as to maximize its own utility,
regardless the other VM’s strategies.
We take a simple example with 2 VMs to illustrate the
payment mechanism in Tab. II. Suppose the total available
resource, e.g., VCPU, is 10. VM-1 and VM-2’s true valuation
functions are ri + 5 and 2ri + 3, respectively. When both
VMs report truthfully, resource allocation r is {0, 10}. In this
situation, VM-1’s valuation is 5, its payment is 0, and the
resulting utility is 5. On the other hand, if VM-1 reports
a bogus type 2ri + 5, then it will get 10 VCPUs and a
valuation of 15 corresponding. However, in this case, when
VM-1 cheats, VM-2 gets a valuation of 3; if VM-1 is removed,
VM-2 will get whole resource and its valuation is 23, then,
according to (2), VM-1’s payment will be 23 − 3 = 20. Thus,
although the valuation is increased to 15, its utility drops
to 15 − 20 = −5. Therefore, VM-1 is punished by VCG
mechanism for its cheating.
TABLE II: Illustration example of VCG mechanism.
Reported type
Allocation
Valuation
Payment
Utility

(1) No VMs lying
ri + 5
2ri + 3
0
10
5
23
0
10
5
13

(2)VM-1 lying
2ri + 5 2ri + 3
10
0
15
3
20
0
−5
3

Thus, from Theorem 1, we can see that no VM has incentive
to lie its type to the Dom0 by VCG mechanism. Then, after
collecting true resource requests from all VMs, the Dom0 can
allocate resource efficiently according to (1) to maximize the
social welfare in this deterministic situation.
IV. S TOCHASTIC A NALYSIS
The above VCG mechanism works well in deterministic situation where the players can get accurate valuation functions.
However, this deterministic assumption doesn’t hold in practice, especially for virtualized cloud environments. First, it’s
non-trivial to convert individual application performance requirements to resource allocations on virtualized node because
of complex system infrastructures and resource dependencies
[17]. Second, current virtualization technique does not guarantee perfect performance isolation between VMs [18], and the
resultant performance interference between consolidated VMs

complicates the relationship between resource allocations and
QoS performance [16].
Therefore, VM’s accurate valuation function Vi (θi , ri ) is not
available in virtualized cloud systems. System designers can
only utilize some indirect experimental approaches, such as
profiling, to get the “noisy” measurements Yi at any desired
value of ri . Consequently, the deterministic solution of resource allocation cannot be obtained in this noisy environment,
and we need to obtain the mechanism design results based
on such noisy inputs instead of the accurate inputs used in
traditional situations. This change in turn introduces additional
challenges to virtual resource allocation in non-cooperative
cloud environments, i.e., how to develop mechanism to combat
uncertainty caused by noisy measurements? and how to ensure
it be efficient and incentive compatible? To answer these
questions, we resort to stochastic approximation (SA) [14],
[20] to get stochastic allocation and payment solutions based
on noisy valuation functions.
Specifically, to get a stochastic solution from SA approaches, we first assume that the noise {ξn } is a sequence
of mutually independent random variables, and then define
the “noisy” measurement of the value of Vi,n (θi,n , ri,n ) as a
random vector Yi,n :
Yi,n (θi,n , ri,n ) = Vi,n (θi,n , ri,n ) + ξi,n .

(6)

Now, let re-express the original constrained optimization
problem in (1) as

M aximize f (r) = f (r1 , ..., rM ) =

i=M
∑

Yi (θi , ri )

(7)

i=1

subject to:
(I)

ϕ(r) =

∑

ri − Ω = 0,

0 ≤ ri ≤ Ω.

i

Here, the constraint function ϕ(r) is assumed known a priori, but f (r) is unknown. In the following, we utilize stochastic
approximation methods to find recursive and stochastic solution of {rn } from the noisy observation Yi,n instead of Vi,n .
A. Allocation Analysis
SA methods are a family of iterative stochastic optimization
algorithms that attempt to solve zero-finding or minimization
functions which cannot be computed directly, but only estimated via noisy observations. Specifically, after converting (7)
to a minimization problem by applying a negative sign on it,
we implement the Kiefer-Wolfowitz (K-W)algorithm [12] to
estimate its optimal solution subject to the resource constraint.
rn+1 at iteration n + 1 can be estimated by
ˆ r (−f (rn ))),
rn+1 = Πϕ (rn − an · ∇

(8)

ˆ r (−f (rn )) is an estimate of the gradient of −f (rn )
where ∇
with respect to∑r, {an } is a gain sequence
∑ 2 of positive real
numbers with
(a
)
=
∞
and
n n
n (an ) < ∞, and Πϕ

is a projection onto constraint set ϕ. According to K-W
algorithm, the gradient can be estimated by a finite difference.
Specifically, by let cn → 0 be a finite difference interval and
en be the standard unit vector in the nth coordinate direction,
ˆ r (f (rn )) as
we can get ∇
T

ˆ r (f (rn )) = [f (r + e1 cn ), ..., f (r + em cn )] −
∇
2cn
[f (r − e1 cn ), ..., f (r − em cn )]T
.
2cn

(9)

The basic idea of the K-W algorithm is to tune the resource
allocation estimated each iteration by a small step in the
positive and negative directions from its current value, and
collect measurements of the next observation variable such
that (8) will converge toward the optimal value of (7). The
convergence is proven in the following.
Theorem 2. When all VM report truthfully, under any initial
condition {ri,0 }, the sequence {rn } generated by (8) converges weakly to a local optimizer r∗ .
Proof:
We first interpolate the iterates {rn } into a continuous time
interpolation process rnϵ with interpolation intervals ϵn , and
define rnϵ as follows:
{

t<0
nϵi − ϵi ≤ t ≤ nϵi , n = 1, 2, · · ·
(10)
Then we introduce the augmented Lagrangian to express the
objective function (7) as
rϵi i (t) =

ri,0
ri,n

f or
f or

k
W (r, λ) = −f (r) + λT · ϕ(r) + ( )|ϕ(r)|2 ,
(11)
2
where k be a positive real number, and the superscript T
represents transpose.
Because ξn is mutually independent random variables and
W (r, λ) is integrable, as shown in [14], when ϵn → 0, rϵi i (t)
converges weakly in trajectory to the continuous-time function
r(t). Here, r(t) is the solution of the ordinary differential
equation (ODE)
dr
= −W (r, λ).
dt

(12)

Because f (r) is bounded and quasi-concave with respect
to r, the ODE in (12) is asymptotically Liapunov stable.
Consequently, as ϵn → 0, the sequence {rn } generated by
(8) converges weakly to a local optimizer r∗ .
From this theorem, the introduced SA approaches in (8)
can lead {rn } to a stable value statistically, which is also
the maximizer of the social welfare in deterministic situation.
Therefore, even with noisy type reported from individual VMs,
Dom0 can still calculate the optimal resource allocation results
iteratively and stochastically.

B. Payment Analysis
The prerequisite for (8) converging to an optimizer is that
all VMs report truthfully. But how to enforce truthful-telling,
i.e., incentive compatibility, in this stochastic environment has
not been investigated yet. Now, our goal is to find payment
method such that truth-telling could be also achieved even
under noisy estimates. Based on the observation value Y , we
modified the VCG payment function in (2) for VM i at step
n in the following:
τi,n (θ̂i,n , Ω)
∑
∑
= max
Yj,n (θ̂j,n , r̃j,n ) −
Yj,n (θ̂j,n , rj,n ),
r−i,n

j̸=i

(13)

j̸=i

where r̃j,n is the recursive solution when VM i is absent.
Similar to (2), it represents the recursive inconvenience caused
to other VMs by VM i at step n. We then show its incentive
compatible feature in the following theorem.
Theorem 3. In this stochastic situation, truthful revealing is
a dominant strategy for VM if payment approach in (13) and
stochastic resource allocation {rn } in (8) are applied.
Proof: Similar to the proof of Theorem 1, the utility of
VM i at iteration n is
ˆ , ri,n ) = Vi,n (θi,n , ri,n ) − τ (θi,n
ˆ , ri,n )
Ui,n (θi,n
∑
ˆ , rj,n )]
= [Vi,n (θi,n , ri,n ) +
Yj,n (θj,n
− max
r−i,n

∑

(14)

j̸=i

ˆ , r̃j,n ).
Yj,n (θj,n

j̸=i

Because ri,n will converge to r∗ , which is the maximizer
for the aggregate valuations, i.e.,
ri∗ = lim {ri,n }
n→∞

ˆ , ri,n ) +
= lim (max(Vi (θi,n
n→∞

∑

ˆ , rj,n )))). (15)
Vj,n (θj,n

j̸=i

Therefore, when using (8)∑and (13), the true value θi,n can
ˆ , rj,n )] recursively,
maximize [Vi,n (θi,n , ri,n ) + j̸=i Vj,n (θj,n
and so on its utility Ui,n . Thus, truthful revealing is a dominant
strategy for VM i.
In another words, the modified VCG payment in (13) is
incentive compatible in this stochastic situation. When Dom0
charges VMs according to this payment function, the selfish
VMs will not deviate from truthful-telling. Consequently, the
stochastic allocation method in (8) will take effect and lead
the system to social optimal stochastically and recursively.
V. N UMERICAL ANALYSIS
A. Impact of selfish behavior
We conduct simulations to show the performance of above
proposed SA approaches. The overall simulation plan is that
we first investigate the impact of selfish behavior on system
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Fig. 2: Utility performance under linear valuation function.
VM−8 utility (Logarithmic)

VM−1 utility (Logarithmic)

3.5

14

3

12

2.5

10

2

8

Aggregate VMs utility (Logarithmic)
55
50
45

1.5

utility

utility

utility

40

6

35
30
25

1

4
Deterministic/Coop
Stochastic/Coop
Deterministic/NCoop
Stochastic/NCoop

0.5

0

0

10

20

30

40

Number of Iterations (#)

(a) VM-8’s utility

50

2

60

0

20

Deterministic/Coop
Stochastic/Coop
Deterministic/NCoop
Stochastic/NCoop
0

10

20

30

40

50

Deterministic/Coop
Stochastic/Coop
Deterministic/NCoop
Stochastic/NCoop

15

60

10

0

10

Number of Iterations (#)

(b) VM-1’s utility

20

30

40

50

60

Number of Iterations (#)

(c) Aggregate utility

Fig. 3: Utility performance under logarithmic valuation function.

performance under different kinds of valuation functions, then
we will study the effectiveness of VCG mechanism in this
non-cooperative environment. The simulated virtual machine
environment consists of 1 Dom0 and 8 guest domains. We also
consider there are 30 virtual CPUs available for allocation, i.e.,
M = 8 and Ω = 30. Among them, VM-8 is assumed to be
selfish and may report bogus type to maximize its own benefit
in non-cooperative situations. We also assume system conditions change slowly; thus, the stochastic allocation results can
converge to be stable before the valuation functions changes.
Under this assumption and without loss of generality, we
set the valuation function of each VM unchanged during the
whole simulation period to show the utility performance and
see if the recursive solution in stochastic case can converge to
the optimum point in deterministic situation. In the simulation,
each test case has been repeated for 100 trials and then we
plot the figures with average value.
We first assume VM’s valuation function is linear, i.e.,
Vi (ri ) = ai ·ri +bi , i ∈ {1 . . . M }, where ai = 2.4−0.2·(i−1)
and bi = 3.4−0.2·(i−1). And the random measure noisy ξi is
uniformly distributed between 0 and 1. The assumption to use
linear model is that although the performance model is usually
non-linear and workload-dependent, the system behavior in
the neighborhood of an operating point can be approximated
locally by a linear model [17], which is also verified by
experiment results in [7]. In a cooperative environment, all

M VMs report their true types to Dom0. Whereas in noncooperative situations, VM-8 deliberately tries to misbehave
by reporting bogus type θ̂8 representing V̂8 (r8 ) = 3.6 · ri + 5.1
rather than its true valuation function V8 (r8 ) = 1 · ri + 2
to DomU. This is a reasonable setting to simulate selfish
behavior because the selfish VM may get unfair resource share
and increase its utility with this bogus valuation. While as
shown in Figure 2(a), in non-cooperative case, VM-8’s utility
increases from 3 to 35 by behaving selfishly, or an increase
of 11.67 times that in cooperative environments. Thus, the
selfish VM really has the intention to report bogus information
to improve its own benefit. In addition, the utility calculated
in stochastic environment can converge to the stable value
achieved in deterministic case eventually, which verifies the
feasibility of applying stochastic approximation methods in
this noisy environment. However, as a result of VM-8 using
this selfish strategy, VM-1’s utility shown in Figure 2(b) drops
dramatically from 82.6 to 5.8, or a decrease of 92.98%. While
from Figure 2(c), the system aggregate utility is also decreased
40% from 112 to 67.2. Therefore, the existence of selfish
behavior in non-cooperative environments could significantly
degrade the resource allocation performances.
Because the linear valuation function cannot accurately
model the “diminishing return” effect, i.e, the utility of a
resource saturates as the quantity of resource received is
larger than that is necessary to achieve a certain level of

TABLE III: Comparisons of valuations, payments and utilities under linear valuation in the two cases.
VM
1
8

Valuation
82.6
3.0

(1) No VMs lying
Payment
Utility
72.6
10.0
2.4
0.6

(2) Only VM-8 lying
Valuation
Payment
Utility
5.8
1.0
4.8
35.0
79.2
-44.2

∇Utility

∇Payment

-5.2
-44.8

-71.6
+76.8

TABLE IV: Comparisons of valuations, payments and utilities under logarithmic valuation in the two cases.
VM
1
8

Valuation
11.9
1.2

(1) No VMs lying
Payment
Utility
2.5
9.4
0.4
0.8

(2) Only VM-8 lying
Valuation
Payment
Utility
11.3
1.8
9.5
2.5
3.4
-0.9

performance requirement, we then try to capture the preference
of cloud service users by using the following logarithmic
function, i.e., Vi (ri ) = ai · log(ri + bi ), i ∈ {1 . . . M }, where
ai = 4.5 − 0.5 · (i − 1) and bi = 5.5 − 0.5 · (i − 1). VM-8
also deliberately reports bogus type θ̂8 representing V̂8 (r8 ) =
6.75 · log(ri + 8.25) rather than its true valuation function
V8 (r8 ) = 1 · log(ri + 2) to DomU. The simulation results
are plotted in Figure 3(a), Figure 3(b) and Figure 3(c). It also
shows the recursive solution ri obtained by SA algorithm can
converges to the aggregate utility optimizer in deterministic
situation. Moreover, we can see from the shown results that
the selfish VM-8’s utility increases by about 109.38%, while
the honest VM-1’s utility and system aggregate utility drop by
54.72% and 44.53%, respectively.
B. Effectiveness of stochastic mechanism design algorithm
We further verify the effectiveness of VCG algorithm, i.e.,
the selfish user will be penalized if it lies about its resource
requirement. In this simulation, we still compare the valuation,
utility as well as the payments paid by users in stable state under two scenarios: (1) no user is lying about its valuation, and
(2) only VM-8 is lying about its valuation, but the others are
telling the truth. Tab. III and Tab. IV show the efficiency and
payment performance under linear and logarithmic valuation
functions, respectively.
From Tab. III, we can see that when all VMs reveal the true
valuations, the resources are allocated among users efficiently.
However, when VM-8 exaggerates its valuation, although its
valuation is improved from 3.0 to 35.0, its payment is also
increased from 2.4 to 79.2, and the resulting utility becomes
negative. by using the VCG mechanism, the lying of selfish
VM is penalized through a significantly increased payment.
We obtained the similar results under logarithmic valuation
functions from Tab. IV, where a selfish VM is punished by
an additional payment and achieve a negative utility at last.
Thus, a rational VM will not lie about its valuation of resource
because the increased payment cannot be compensated by
the improved valuation. Consequently, selfish VMs will be
enticed to report their valuations honestly. Therefore, by using
stochastic resource allocation approach in (8) and payment
function in (13), the virtual resource in a non-cooperative
cloud system can be efficiently allocated in a socially optimal

∇Utility

∇Payment

+0.1
-1.7

-0.7
+3.0

manner, and the selfish VM can also be enforced to report its
type truthfully.
VI. R ELATED WORK
Resource allocation problem has been an important topic in
virtualized cloud environments. Many researches have applied
control-theoretic approaches (e.g., [7], [17], [23]) to realize
automated resource allocation and service level managements
in cloud systems. For example, Padala et al. [17] have combined an online model estimator and a multi-input multi-output
(MIMO) resource controller to dynamically allocate resource
to applications running on shared virtualized environments.
Gong and Xu [7] have proposed a feedback control-based
coordination system providing guarantees on a service level
agreement with respect to performance and a power budget in
virtualized environments. Zhang et al. [23] have presented two
control loops to realize on-demand resource optimization and
allocation in cloud infrastructures. Although these approaches
can adaptively allocate resource according to dynamic workload and environments, they don’t take the non-cooperative
situation into consideration.
Recently, game theory has been used extensively to solve
various resource competition problems in distributed computering and network systems, such as job allocation, routing,
wireless cashing, etc. For instance, Kwok et al. [15] presented a hierarchical Grid computing model by taking machine
selfishness into consideration and proposed a non-cooperative
game theory based intrasite job execution mechanism. They
found that the optimal selfish strategy significantly outperforms the Nash selfish strategy. But they assumed truthful
valuation revelation in the system. Ghosh et al. [6] proposed
a fair pricing strategy in mobile grid computing system and
designed a game-theoretic algorithm to maximize the revenue
of the grid community. Grosu et al. [8] used noncooperative
game theoretic principles for resource allocation and load balancing in distributed systems, where the problem is formulated
by VCG mechanism and overall expected response time is
optimized. However, both these work are based on accurate
performance measurements, which is different with our model.
Khan et al. [11] discussed the use of cooperative game theory
in grid system and proposed Nash bargain solution to optimize energy consumption and response time. Its assumption

of cooperative environment is different with non-cooperative
environment discussed in this paper.
Actually, the above work just discussed game-theoretic
resource allocation in Grid computing systems. To the best of
our knowledge, game-theoretic modeling and design for noncooperative resource allocation in virtualized cloud systems is
still a relatively unexplored research problem. Wei et al. [21]
formulated the resource allocation in cloud as a task scheduling problem with QoS constraints and proposed a gametheoretic approximated solution. However, they supposed that
the execution time of each subtask is known to the scheduler,
which is unrealistic in virtualized cloud systems for performance interference and dynamic environment change make
it impossible to get such information clearly. While in our
paper, we utilized stochastic approximation approach to model
and analyze QoS performance under various virtual resource
allocations. An et al. [1] investigated the social welfare and
regulated demand and supply in cloud computing systems
based on evolutionary game theory. Although the proposed
evolutionary dynamics can always converge to evolutionary
stable strategies, the author did not study the impact of selfish
behavior on cloud system performance, and they did not
explicitly consider the practical characteristics and constraints
of virtualization, either.
VII. C ONCLUSIONS
In this paper, we investigate the problem of virtual resource
allocation in non-cooperative cloud environments, where computing resource are provided dynamically in pay-as-you-go
manners and virtual machines can selfishly request resource
to maximize its own benefit. Furthermore, in our discussed
system, the accurate relationship between VM’s valuation
function and allocated resource can not be obtained in practice
and only “noisy” measurements are available, thus, classical
VCG mechanism can not be utilized directly. Through stochastic approximation method, we then modify VCG and propose
a new stochastic game-theoretic mechanism to realize efficient
and incentive compatible resource allocation in this noisy
environments. Though theoretical analysis and simulations,
we show that when using our proposed stochastic resource
allocation and payment approaches, the selfish VMs can be
enforced to report their types truthfully and the virtual resource
can be allocated efficiently. Thus, the cloud service providers
may utilize this solution to share virtual resource among
different users in non-cooperative cloud systems.
In the next step, because the proposed stochastic payment
method is very complex, we plan to design an approximation
method to strike a balance between computational efficiency
and performance accuracy. And it’s also important to implement the proposed approaches in practical virtualization cloud
system and test its performance with real workload.
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